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Abstract— Cybercrimes of all kinds are coordinated these days via the internet. Thus, phishing attempts are the main focus of this research. The 

main technique used in phishing attacks is email distortion. Mock sites are used in conjunction with challenging correspondences to collect the 

requisite data from the relevant parties. Despite the fact that several research on the prevention, detection, and awareness of phishing assaults 

have been published, there is still no comprehensive and reliable way for doing so. Machine learning is therefore crucial to the battle against 

cybercrimes such as phishing. The phishing URL-based dataset, a compilation of phishing and authentic URL attributes gathered from over 

11,000 domain datasets, serves as the foundation for the proposed study. After preprocessing, a number of machine learning techniques have 

been applied to guard against phishing URLs and safeguard users. In order to effectively and accurately defend against phishing attacks, this 

study makes use of a variety of machine learning models, including decision trees, logistic regression, random forests, naive Bayes, gradient 

boosting classifiers, K-neighbors’ classifiers, and support vector classifiers. Additionally, a hybrid LSD model that combines decision trees, 

support vector machines, and logistic regression with both soft and hard voting is proposed. The grid searches hyper parameter optimization 

methodology and the canopy feature selection method with cross-fold validation are used in the suggested LSD model. To further illustrate the 

impacts and efficacy of the models, an array of evaluation criteria was applied to evaluate the suggested technique. Precision, accuracy, recall, 

F1-score, and specificity were among these requirements. The results of the comparative analysis demonstrate that the suggested approach 

outperforms the alternative models and gives the best results. 
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I. INTRODUCTION  

The internet is essential to many facets of daily life. A network 

of computers connected via phone lines, fiber optic lines, 

wireless connections, satellite connections, and other types of 

telecommunication’s linkages makes up the Internet. Many 

different kinds of cybercrimes are currently coordinated online. 

Therefore, the primary focus of this study is on phishing 

attacks. Phishing uses email deception as the foundation for 

deceptive emails, then uses spoof websites to get the necessary 

information from the targeted individuals. Phishing detection 

techniques come in a variety of forms, including machine 

learning and list-based techniques. Additionally, to enhance 

prediction outcomes, a grid search parameter based on the 

canopy feature selection technique was employed in cross-fold 

validation. Phishing assaults are therefore a serious and deadly 

cybercrime on the internet, and there isn't a perfect solution in 

place at the moment to stop them. When it comes to protecting 

against cybercrimes involving phishing assaults, machine 

learning is essential. Hybrid machine learning algorithms will 

be employed to precisely identify phishing assaults. 

The goal of this project is to apply a hybrid machine 

learning technique with a URL analysis focus to create a 

reliable and effective phishing detection system. By utilizing 

the advantages of several machine learning approaches, the 

system seeks to improve the precision of phishing website 

identification. The suggested system endeavors to offer a 

comprehensive response to the dynamic problems posed by 

phishing assaults through the integration of diverse features and 

models, hence enhancing cybersecurity and safeguarding users. 

Phishing attacks are still a serious danger to cybersecurity 

because they take advantage of consumers' confidence in URLs 

to trick them into disclosing personal information. Because 

phishing assaults are dynamic, current detection techniques 

frequently have trouble telling a fraudulent URL apart from a 

valid one. The urgent need for a strong phishing detection 

system that leverages the advantages of many machine learning 

approaches to efficiently evaluate URL features and offer 

dependable defense against ever-evolving and complex 

phishing schemes is addressed by this research. 

II. LITERATURE REVIEW 

Phishing Detection Leveraging Machine Learning and Deep 

Learning: A Review: Attacks using phishing techniques 

deceive targets into divulging private information. We 

investigate deep learning and machine learning models using 

massive amounts of data to combat them. In order to detect 

phishing assaults, we provide various deployment choices and 

talk about models built on various types of data. 
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With its breadth, the book is an invaluable resource for 

academics, industry experts, students, and cyber security 

researchers alike. An Analysis of Phishing Blacklists: Google 

Safe Browsing, OpenPhish, and PhishTank: Blacklists are 

essential for shielding internet users from phishing scams. 

Among other things, blacklists' accuracy, speed, frequency of 

updates, size, and scope all affect how effective they are. This 

paper presents a measuring study that examines Google Safe 

Browsing (GSB), OpenPhish (OP), and PhishTank (PT), three 

important phishing blacklists. We look into the URLs in these 

blacklists and their uptake, dropout, typical lifespan, and 

overlap. In comparison to 12,433 in PT and 3,861 in OP, we 

find that, on average, GSB has 1.6 million URLs during our 75-

day assessment period. It appears that after 5 and 7 days, OP 

eliminates a sizable number of its URLs; after 21 days, none are 

left, which may reduce the efficacy of the blacklist. As the 

amount of time since being blacklisted rises, we see fewer 

URLs in all three blacklists, indicating that phishing URLs are 

frequently transient. Because none of the three blacklists 

implement a one-time-only URL policy, consumers are 

shielded from returning to phishing websites. We find that a 

sizable portion of URLs from all three blacklists reemerge one 

day after being removed; this could indicate that the removal 

was done too soon or that threats have resurfaced. Ultimately, 

we find 11,603 distinct URLs with a 12% overlap that are 

located in both PT and OP. Even with a lower average size, OP 

was able to identify more than 90% of these overlapping URLs 

before PT. 

Physical Attributes Significant in Preserving the Social 

Sustainability of the Traditional Malay Settlement: 

A traditional settlement is characterized by physical 

characteristics and a population that maintains everyday 

customs, skills, and other cultural activities. However, several 

traditional villages in Malaysia are currently going through 

significant changes as a result of urbanization and economic 

development. Therefore, the purpose of this paper is to identify 

the physical characteristics that are important for maintaining 

social sustainability in the traditional Malay settlement. The 

present study employed a qualitative methodology to ascertain 

the attributes of the customary villages located in Kuala 

Terengganu. In the three traditional communities under 

investigation, open spaces, house borders, and street patterns 

were found to be important as critical elements for the 

preservation of social interaction. Thus, the study came to the 

conclusion that maintaining the social sustainability in 

traditional settlement communities requires careful 

consideration of methodologies and choices regarding physical 

attributes and space typology. It might be difficult to identify 

phishing sites since they seem real to consumers. The phishing 

sites can also generate the SSL certificate, which is typically 

used to protect and encrypt communication. Utilizing HTTPS 

phishing websites may have negative effects on users. Using a 

cloned website that appears authentic and has an SSL 

certificate, attackers can simply trick users and steal 

confidential data. The user's confidence in the "green padlock" 

and "lock icon" that appear on the browser when connecting to 

a website over HTTPS may also be weakened as a result of this. 

I have examined the key components of how attackers exploit 

SSL certificates on fictitious domain websites in my thesis. 

Consequently, I have investigated the resilience of a system to 

automatically identify a phishing website by utilizing the 

essential characteristics of an SSL certificate. Several machine 

learning methods that make use of the examined attributes of 

retrieved SSL certificates are used in the suggested system. For 

the site category decision-making process, I have opted for the 

decision tree algorithm due to its excellent performance and 

transparency in the final model. To determine if a website is 

authentic or phishing, the algorithm generates a set of judgment 

rules. Compared to other machine learning classifiers, the 

suggested classifier has obtained about 97% of correctly 

categorized examples.A Web API is developed that offers the 

proposed system's user interface via HTTP service, allowing 

users to be connected to the system. The decision criteria of the 

decision tree algorithm are used by the API to verify a single 

domain as either a legitimate or phishing domain. The 

evaluation findings demonstrate the Web API system's 

prospective effectiveness and efficiency. 

III. METHODOLOGY 

Many researchers have tried to develop tools that shield 

consumers from cyberattacks by utilizing black lists, white lists, 

deep learning, and machine learning to stop URL phishing. In 

earlier research, two categories of phishing detection systems 

were presented and put into practice: machine-learning-based 

and list-based phishing identification systems. This section is 

split into two sections: earlier research based on lists and ones 

based on machine learning. Blacklists and whitelists are used 

by list-based phishing identification systems to recognize 

phishing URLs. Whitelist-based solutions generate secure and 

trustworthy webpages to generate the necessary data. A suspect 

website only needs to match the whitelist websites; if it does 

not appear on the whitelist, the user has deemed it suspicious 

and potentially dangerous. It is suggested to employ a whitelist-

based system that creates a whitelist by tracking and storing the 

IP address of each website that has a login form where users can 

enter their personal information. The article talks on machine 

learning-based phishing detection systems, however list-based 

systems are mentioned as an earlier method. 

1. A single anti-spam service provider provided all of the 

URLs used for the previous work. 

2. Blacklists did not work well to safeguard users in the 

beginning; the majority of them only identified 20% of 

phishing attempts made during zero-hour campaigns. 

3. These URLs were taken straight out of emails; no additional 

attack mechanisms were included. 

4. 4. Phishing discovered by heuristics did, however, take a 

while to show up on blacklists. 

5. Previous works that doesn’t used any hybrid machine 

learning models. So it may leads to decreased in the 

performance of the models. 

The phishing and legitimate URL attributes in the proposed 

study were collected from over 11,000 website datasets and are 

based on a phishing URL-based dataset that was obtained from 

a reputable dataset repository. After preprocessing, many 

machine learning methods have been developed and put to use 

to prevent phishing. This study uses machine learning models 
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such as decision trees, linear regression, random forests, naive 

Bayes, gradient boosting classifiers, K-neighbors classifiers, 

support vector classifiers, and proposed hybrid LSD models 

that combine decision trees, support vector machines, and 

logistic regression with both soft and hard voting in order to 

effectively and accurately defend against phishing attacks. The 

canopy feature selection technique with cross fold validation 

and grid search hyper parameter optimization strategies are 

used in the proposed LSD model. 

Benefits: 

1. We are employing ensemble-based learning to address the 

overfitting issue while concentrating on improving the 

prediction accuracy. 

2. By utilizing many models, the prediction is based on the 

majority of predictions rather than being biased towards one 

particular model; as a result, the final ensemble prediction 

is influenced by the predictions from every model. 

3. Using a hybrid machine learning model to increase the 

precision and effectiveness of phishing detection by 

combining decision tree, logistic regression, and support 

vector machine methods. 

4. Using grid search hyper-parameter optimization techniques 

and canopy feature selection methods with cross-fold 

validation to enhance the suggested LSD model's 

performance. 

 

 
Fig. 1. System Architecture 

 

Modules: 

We have created the following modules in order to carry out the 

aforementioned project. 

▪ Data loading: we will import the dataset by utilizing this 

module. 

▪ Data Preprocessing: We will examine the data with the help 

of this module. 

▪ Data division into train and test: This module will separate 

data into train and test. 

▪ Model creation: Model construction - Support Vector 

Machine; Random Forest; Decision Tree; Linear 

Regression (LR) - Bayesian ignorance Gradient boosting, 

hybrid LSD, soft, hard, and hyperparameter grid CV are all 

included. - RF + MLP Stacking Classifier with Light GBM. 

Calculated algorithmic correctness. 

▪ User signup & login: Using this module will result in user 

registration and login. 

▪ User input: This module provides input for forecasting 

▪ Prediction: final forecast is shown 

As an extension, we used an ensemble approach that 

combined the forecasts from several different individual models 

to provide a final prediction that was more reliable and accurate.  

However, we can further enhance the performance by 

exploring other ensemble techniques such as Stacking 

Classifier with RF + MLP with LightGBM which got 100% 

accuracy. 

IV. IMPLEMENTATION 

We are using the following algorithms in this project. 

LR: Predictive analytics and categorization often use this type 

of statistical model, often known as a logit model. A dataset of 

independent variables is used in logistic regression to calculate 

the probability of an occurrence, like voting or not. 

RF: Leo Breiman and Adele Cutler created the well-known 

machine learning method known as Random Forest, which 

combines the results of multiple decision trees to get a single 

conclusion. Its versatility and ease of use have led to its 

acceptance since it can handle problems related to both 

regression and classification. 

DT: A non-parametric supervised learning approach that is used 

for both regression and classification applications is the 

decision tree. With a root node, branches, internal nodes, and 

leaf nodes, it has a hierarchical tree structure. 

SVM: SVM is a powerful supervised technique that works 

better on smaller, more complicated datasets. Support vector 

machines, or SVMs for short, are helpful in regression 

applications as well as classification applications, but their 

effectiveness is usually highest in the former. 

NB: "Naive Bayes" approaches to supervised learning are based 

on the "naive" assumption of conditional independence 

between each pair of features, given the value of the class 

variable. The Bayes theorem is used in these algorithms. 

GB: Gradient boosting is a popular boosting method in machine 

learning for regression and classification issues. An example of 

an ensemble learning strategy is "boosting," where a model is 

trained iteratively, with each iteration aiming to outperform the 

previous one. Many ineffective learners become effective ones 

as a result of it. 

Hybrid LSD Soft: This machine learning algorithm combines 

the advantages of two distinct algorithms, the soft algorithm 

and the Locally Sensitive Discriminant analysis (LSD). While 

the Soft algorithm does well when processing noisy data, the 

LSD algorithm excels at identifying patterns in data. As a result, 

the Hybrid LSD Soft algorithm is an effective tool for data 

analysis since it can identify patterns in noisy data. 
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Hybrid LSD Hard: Combining the advantages of the Hard and 

Locally Sensitive Discriminant (LSD) algorithms, the Hybrid 

LSD Hard algorithm is an optimization technique. While the 

Hard algorithm performs well when handling data that is devoid 

of noise, the LSD algorithm is good at finding patterns in data. 

The Hybrid LSD Hard method, which combines these two 

techniques, is an effective tool for data analysis since it can 

effectively identify patterns in noise-free data. 

LSD with Hyperparameter grid cv: LSD with Hyperparameter 

grid cv is a model selection technique for Locally Sensitive 

Discriminant Analysis (LSD). It searches for the best 

combination of parameters by trying different values and 

evaluating performance through cross-validation. This 

optimizes LSD's effectiveness, leading to better model accuracy 

and generalizability. 

Stacking Classifier: A stacking classifier is an ensemble 

learning technique that builds a single "super" model by 

combining several classification models. As a result, 

performance can frequently be enhanced because the merged 

model can benefit from each unique model's advantages. 

V. EXPERIMENTAL RESULTS 

Dataset: 

The "URL-based phishing dataset" was taken from the well-

known Kaggle dataset source and utilized in the suggested 

solution. It is made up of vector-formatted phishing and 

genuine URLs that were gathered from more than 11,000 

websites.  

 

 
Fig. 2. Dataset 

 

 
Fig. 3. Performance Evaluation 

 
Fig. 4. A comparison graph of all algorithms' accuracy 

 

 
Fig 5. Accurate comparison chart for every method 

 

 
Fig. 6. All algorithms' recall comparison graph 

 

 
Fig. 7. All algorithms' F1-Score comparison graph 

 

 
Fig. 8. Home page 
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Fig. 9. Signup page 

 

 
Fig. 10. Signin page 

 

 
Fig. 11. Main page 

 

 
Fig. 12. Upload URL 

 

 
Fig. 13. Prediction result 

 

 
Fig. 14. search 

 
Fig. 15. Prediction result for another URL 

 

Similarly, we can check another URLs. 

VI. CONCLUSION 

The study comes to the conclusion that phishing assaults are 

a serious and hazardous cybercrime on the internet, and that 

there isn't a perfect solution available right now to stop them. 

When it comes to protecting against cybercrimes involving 

phishing assaults, machine learning is essential. Thus, Decision 

trees, linear regression, random forests, naive Bayes, gradient 

boosting classifiers, K-neighbors classifiers, support vector 

classifiers, and a suggested hybrid LSD model are just a few of 

the machine learning models that are used in this suggested 

method. Combining decision trees, logistic regression, and 

support vector machines with both soft and hard voting results 

in the LSD model. Therefore, the best results are obtained by 

the hybrid machine learning technique based phishing detection 

system that is proposed. It performs better than other models. 

Future plans call for creating a phishing detection system that 

operates in real time, researching the application of deep 

learning techniques to the task, investigating the use of 

additional features for the purpose, testing the suggested 

methodology on a larger and more varied dataset, and creating 

an intuitive user interface for the system. 
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