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Abstract— In recent times, the need to make friends (online or offline) by individuals seems irresistible. However, some people use the type of
friends a person keeps as a measure of the character/behavior of that person is. In recent times, there has been the use of friends-of-friends to
locate and identify individuals who hitherto would not have been known. Some persons (say security agencies) use the type of friends an individual
has to classify the individual into groups. Can a person have friends on social media without any user of that social media knowing? This has
become the dilemma of some persons on social media platforms. This then brings to the fore the need to be able to hide friends on social media
platforms. This paper proposes algorithms that when incorporated on a social media platform will keep the friends of a User secret/hidden. The
algorithm makes use of honey encryption techniques to help persons keep their friends secret/hidden on social media. The usage of this algorithm

ensures security and privacy for the Users.
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l. INTRODUCTION

A human being is a social entity. This characteristic prompts
people to make friends in the physical and or on social media.
Since the advent of social media platforms (example Facebook
and Instagram etc.), the ease with which individuals make
friends has increased. Adding to the ease of making friends
easily, some of these social media platforms provide dating or
matchmaking services (Okcupid, Tinder, Adult Friend Finder)
to the users. Research have also proposed matchmaking
protocols [1-5] where people can make friends based on the
similarities in their attributes. All these help the users to make
friends and find partners. Even though, these social media
platforms ensure some form of security to the users against
attacks, it is breached sometimes with its dire consequences.
The form of security provided on most of these platforms are
password-based which when broken reveals the protected
information.

On these social media platforms, in as much as individuals
see the need to make friends or be in relationships, sometimes
there is the need to keep these relationships private. How can a
person keep a relationship private/hidden on social media? It is
in lieu of this that this paper is proposing the use of honey
encryption (HE) to keep such relationships private and hidden
from other social media users. The paper proposes algorithms
that will make a person keep some relationships or friends out
of public domain.

The rest of the paper consists of introduction (overview of
honey encryption and hash functions) in section I. Related
research is in section 1. The proposed protocol is in section I11.
The security of the protocol and conclusion are in sections 1V
and V respectively.

A. Honey Encryption

Honey encryption (HE) is a cryptographic encryption for
which decrypting a ciphertext with any number of invalid keys
yields fake but plausible plaintext [6]. HE is resilient against
cryptographic attacks such as brute force attacks. In HE, even
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though the decryption key maybe invalid, it outputs a valid-
looking message. This property makes attackers gain no
information by guessing the password [7]. The nature of HE
makes it adequate for use in situations where the resources
available for full scale encryption protection is limited making
the information prone to brute-force attack. HE can also provide
a safeguard against restricted disclosure as a result of its high
min-entropy keys [8]. The application of honey encryption was
proposed by [9].

In cryptography, “honey” signifies deception, decoy or false
resource. Honey tokens are decoy objects that when used
signifies that the system has been compromised. In checking for
situations of password database compromise, honeywords are
used. When honeyword(s) is used in a log-in attempt, it
signifies a compromise of the password protecting the database.
A honeypot is a decoy system, once it is attacked; it stores
information on the attacker. This stored information is then
used to prepare for and prevent real attacks in the future.

B. Set-up Scheme for Honey Encryption

Conventionally, HE has a message space M that contains
messages m € M that is mapped to a seed space S through a
distribution-transforming encoder DTE. There is a direct
proportionality between the size of the seed range, m, and the
feasibility of me M. For the DTE to be functional, the
cumulative distribution function (cdf) of M and some
information on its ordering of message must be known. The
seed space must be such that, even a message with the least
likelihood of occurrence is assigned a seed.

C. Limitations of HE

In as much as HE provides extra security in protecting
information from attackers, its limitations include; (i). the
security of HE may be compromised if an attacker has inside
information about the target messages; (ii). decryption with any
password produces a valid-looking message, hence a correct
password with typographical errors maybe confusing to a
legitimate user; and (iii). the message distribution should be
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independent. Any dependence between message distribution
and decryption key can enable an attacker to know the correct
message. This also applies to the case of encryption.

However, a breakdown of these limitations will make the
HE a password-based encryption.

Password-based encryption (PBE) is a technique for
creating  strong  cryptographic  keys  based  on
passwords provided by the user(s). The robustness of password-
based encryption depends on among other things, the length of
the key. PBE may be secured but with enough resources, their
security can be compromised [10]. Hence, PBEs for data
protection are vulnerable to brute-force attacks [7]. This is
because when an invalid password is used for decryption, it
results in an invalid-looking message confirming that the
password is not correct. This enables the attacker to keep trying
until a valid-looking plaintext is achieved.

In order to make the PBE less prone to brute-force attack,
hashing is added to enhance the security. Even though hashing
provides some form of security, the message digest can be
compromised by using; (i). dictionary and Brute force attacks;
(ii). lookup tables and (iii). rainbow tables.

D. Cryptographic Hash Functions

A cryptographic hash function is a mathematical function
that can convert an input of any arbitrary length to an output of
a fixed length. The output of a hash function is called message
digest or simply hash value. A cryptographic hash function is a
one-way function that is easy to generate a hash value from this
one-way function but difficult to generate input from the output.
A cryptographic hash function must satisfy these criteria; (i).
input message of any length outputs a fixed length of hash value
— that is, cryptographic hash function maps arbitrary binary
strings into binary strings of fixed length: H: {0,1}* —» {0,1}"
such that x +— H(x); (ii). efficient and fast to compute; (iii).
Computationally infeasible to invert — given y € {0,1}", itis
difficult to find x € {0,1}* such that H(x) = y; (iv). should
be strongly collision free — that is, it is difficult to find distinct
x,x" € {0,1}* such that H(x) = H(x') and given x €
{0, 1}, itis difficultto find x" € {0,1}*, x’ # x such that:
H(x) = H(x"); and (v). must possess avalanche effect.

The message digest of a hash function can be computed
using some of these techniques: (i). division-remainder; (ii).
mid-square; (iii). digit folding; and (iv). radix transformation.
In this paper, the digit folding method will be adopted. In the
digit folding method, the input password (numeric) is grouped
in twos. These groups are added up to represent the hash of the
input password. If the input password is a word or phrase,
numbers are assigned to the alphabets. These numbers are then
grouped in twos. The grouped numbers are added up to
represent the hash value of the input password.

Il.  RELATED RESEARCH

[11] Designed and implemented a honey encryption
mechanism and applied it to some data. [12] applied honey
encryption concept to MANETs with the aim of preventing
adhoc networks from launching brute-force attack. In their
paper, [7] proposed the use of HE to protect Credit card
numbers and text messages. [13] and [6] used a form of
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distribution-transforming encoder (DTE) for encryption and
decryption. Application of HE to images and videos was
proposed by [14].

[15] applied honey encryption in cloud computing. [16]
modified the HE scheme to support the encoding of human-
generated message by leveraging natural language processing
techniques. [17] implemented honey encryption for securing
public cloud data storage. [18] proposed fake data generating
algorithm (FDGA), a modified honey encryption for providing
security to information. [19] proposed integrated attribute-
based encryption with the honey encryption on Hadoop.

[20] observed that, there is no available evidence indicating
that users choose significantly stronger master passwords. The
addition of security questions to the honey encryption to
enhance the security was proposal by [21]. There was the usage
of honey encryption by [22] in the processing of natural
language. [23] proposed the usage of honey encryption for the
protection of files. [24] applied honey encryption to protect
patient’s information from unauthorized users.

The use of honey encryption and structural coding scheme
were proposed by [25] to preserve the security and privacy of
information against cryptanalysis such as side-channel analysis
and brute-force attacks. Using honey encryption, [26] proposed
three types of protocols that enable legitimate users detect when
a password contains typographical errors. Their protocols are
resilient against online and offline brute-force attacks.

I1l.  PROPOSED PROTOCOL

The proposed protocol in this paper is aimed at helping keep
friends on social media platforms hidden from public view.
That is, friends a person has but does not want others on the
social media to know about can securely be hidden using this
proposed protocol.

A. Setup for Hiding Friends

To let this feature work on the social medium platform (e.g.
Facebook), two bottoms or icons (Hide and Display) will be
incorporated on the platform. The individual who wants to hide
some of the friends from being public needs to activate the Hide
bottom or icon by clicking it.

When the Hide friends bottom or icon is clicked, a pop-up
menu will come up with two input spaces provided. The User
will need to fill in the names of the Real friends s/he wants to
hide from public view in the designated space. Another space is
provided to be filled with names of people who are not friends,
Fake friends. Care should be taken such that, there is no
name(s) in the intersection of the names in the two sections.
When done, the User clicks on the upload bottom. The User is
prompted to input the password. The list of friends (Real and
Fake) is encrypted and uploaded. These encrypted names are
stored separately in the seed space in the DTE.

When a password is input, the hash of the password is
computed using the digit folding technique in the DTE. To
encrypt and store the names in the Seed Space, the following
algorithms are executed,;

Encrypt(password, names;)
Salt « {0, 1}'28
K « H¢(password||salt)
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C; <« K @ name;

The ciphertext of the names in the list of friends (real and
fake) are stored separately in the seed space. Figure 1 shows the
schematic representation of the algorithm for hiding friends.

List od REAL FRIENDS

AAAAAA

Encryption

1

DTE SEED SPACE
Uik of REAL FRIENDS.

,,,,,,,, £ FIENDS.
L FRIENDS FAKE FRIENDS 10000000 01 100000
1000000 10100000

Input password :

Fig. 1. Schematic representation of the algorithm for hiding friends

B. Setup for Unhiding Friends

In order to see hidden friends, the User needs to click the
Unhide friends icon and input the password. The input
password undergoes fold and add hashing. If the password is
correct, the seed space maps to the list of Real friends in the
DTE. The User is further prompted to input a second the
password. If the password is correct the DTE displays the list
of Real friends. The algorithm to unhide friends is depicted in
Figure 2.

On the other hand, if the password is not correct after the
fold and add hashing the list of Fake friends in the seed space
maps to the list of Fake friends in the DTE. When the second
password is input, the DTE displays the list of Fake friends. In
the process of Unhiding friends, if the first password is
incorrect, the process of displaying Fake friends starts and
cannot be reversed. Hence, a correct second password will still
lead to the display of the list of Fake friends. Furthermore, even
if the first password is correct but an incorrect second password
will also lead to the display of the list Fake friends.

To decrypt to Unhide the names in the friends (Real or
Fake), the following happens;

Decrypt(password*, salt, C;)
K « H¢(password*||salt)
names; « K @C

The list of Real friends is displayed if password* =
password (used in the encryption). The list of Fake friends is
displayed if password* # password.

Passw
SEED SPACE DTE

Uist of REAL FRIENDS

Encrypted List of

REAL FRIENDS Correct password L lames

10000000
01000000

Input password

Encrypted List of
FAKE FRIENDS

uist of FAKE FRIENDS

01100000

10100000

Incorrect password

Fig. 2. Schematic representation of the algorithm for unhiding friends
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C. Interaction within the Group of Hidden Friends

The individual who formed the group serves as the trusted
third party. In this set up, the trusted third party will be called
the Admin. The Admin generates an RSA keypair
(eaamins Qaamin); @an identity, ID4gmin, and publicizes
(eaamins IDaamin) in the group of hidden friends. Each member
also generates an RSA keypair (e, dm,) and shares with the

Admin  ep. The Admin sends to each User
ETlCT'yptemi (IDAdmin | |C1)

In this protocol, the members of the group of hidden friends
can see and read the social media posts of other members who
are not in that group however, they cannot comment or put-up
posts. The members of the group of hidden friends do not
communicate directly among themselves. All communications
go through the Admin. When the Admin wants to communicate
with a User A the Admin sends
EncryptemA (IDggmin ||Message ||C4) to the User. When

User A receives and decrypts it, the User will be able to read
the message. The User A can also communicate with the Admin.
For a User to communicate with the Admin, the User sends
Encrypt,,, . (C4 ||Message ||IDygmin) to the Admin. On
receiving and decrypting the message, the Admin will know
who sent the message and the content of the message received.
The Admin can link two or more members of the hidden group
but all communication among them will be through the Admin.

IV. SECURITY

This paper has proposed techniques that can help a person
with friends on social media hidden so that, the friends will not
be known by other social media users. That is, the identities of
the friends (True and Fake) are encrypted before storing in the
seed space. Even if the seed space is compromised, the
identities of the friends are not in plaintext making it difficult
to know who they are. In order to further enhance the security
in the protocol, there is the use of two passwords in the HE.

In the process of Unhiding friends, if the first password is
incorrect, the process of displaying Fake friends starts and
cannot be reversed. Hence, a correct second password will still
lead to the display of the list of Fake friends. Furthermore, even
if the first password is correct but an incorrect second password
will also lead to the display of the list Fake friends. In order to
display the list of Real friends, the two passwords must be
correct. This measure ensures the prevention of the disclosure
of the identities of the list of Real friends by an attacker.

Furthermore, the use of honey encryption adds another layer
of security. The use of honey encryption will prevent an
adversary from succeeding when brute-force attack is
undertaken. Even if an adversary undertakes brute-force attack,
the identities obtained will be a list of fake friends. The honey
encryption ensures that even if a wrong password is used, a list
of fake identities will be obtained but it will not be the identities
of the true friends. Also, when the honey encryption breaks
down, it results in password-based encryption. Hence, an
attacker will need a lot of resources to be able to obtain the
actual identities of the true friends when this proposed protocol
is used.
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In order to prevent semi-honest attacks, the real friends do
not know the identities each other. A semi-honest User can leak
the identities of the other persons in the group. This is further
enforced by preventing the Users from communicating with
each other. Hence, all communications are done through the
Admin.

V.  CONCLUSION

The need for keeping friends private has become important
in this era of social profiling where an innocent person can
become a subject of interest by security agencies by virtue of
association with “bad persons”. Hence, the proposed protocol
in this research paper when incorporated in an existing social
media platform can enable a User make friends without any
other User knowing. The proposed algorithm uses a
combination of honey encryption and hash function. This has
resulted in high security and privacy in the proposed algorithm.
Hence, the incorporation of this algorithm on a social media
platform will enable the User achieve privacy and security of
the information.
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