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Abstract— Steganography is the science of hiding information. The information can take any form and type including images, audio files, and
texts. The practice of hiding information is not new and has taken uncommon ways to hide secret messages. People used to convey secret
information on rabbits’ stomachs and the scalp of slaves. In this paper, we briefly examine the history of steganography from a technical
perspective. We focus specifically on the classification adapted to categorize the techniques used in steganography. We concisely touch on null

ciphers and digital carriers.

. INTRODUCTION

Steganography is the art of hiding information. It is an ancient
practice that has evolved with time. The main objective of the
practice is to communicate a hidden message. The
communication is usually achieved via a public/known
medium. However, it carries within a secret message meant to
be revealed by a specific party.

Steganography is more geared towards hiding the
information rather than securing it. Cryptography is more
concerned with securing the information. One can argue that
hiding the information is part of securing it; hence, the two
disciplines may be overlapped. In this paper, however, I focus
on steganography through techniques rather than delving into
their security implementations.

The use of steganography dates back to the 15th century
when physical secret messages were hidden through different
means. One example was the use of wax tablets. Messages
were hidden on the back of the wax tablet. Another technique
was writing with an invisible ink. It has been used either for
fun or espionage purposes [1]. One has to use chemical
materials to reveal the hidden text including flame and light
[2]. Searching for places to hide the secret message stretches
the imagination to include writing on rabbits’ stomachs and
tattooing on the scalp of slaves [1].

The process of hiding a message involves at least two
parties. The communication of the two parties is not hidden.
The covered message is hidden though. The process takes a
covered message and embeds it in a carrier, a medium to
transfer the message to the intended receiver. A steganography
may be used to encrypt the message, adding more security to
the process.

The process can be summarized as follows:
steganography_medium = hidden_message + carrier +
steganography_key [1].

Steganography can be classified and better explained based
on the technique used. The following figure is adapted from
[2].following figure is adapted from [2].

Figure 1 shows a general classification of steganography.

e Technical steganography depends on scientific methods to
conceal the secret message. Methods include and not
limited to: invisible ink, microdots, and resizing-related
methods.

e Linguistic steganography is concerned with hiding
information through written natural language such as

http://ijses.com/
All rights reserved

alphabets substitution and rearrangement. It also includes
unexpected ways as well. This branch can further be
classified to semagrams and open codes.
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Figure 1. Steganography Based on the Technique Used.

e Open codes hides information in a text such that if read, it
is not obvious what it means. Only those concerned with it
are able to reveal its hidden meaning, or the hidden
information. This category is further classified into jargon
codes and covered ciphers.

e Jargon code uses language that is only meaningful to a
certain party. It may include symbols and shortcuts.

e Covered ciphers embed information openly such that it can
be recovered by someone who knows the “secret key” for
how it was concealed. Null ciphers can be recovered
through rearrangement of certain words/letters such as
“read the second letter of each word in a new line”. A
grille cipher conveys the hidden information through a
template. The words appeared on the openings of the
template are the “key” to recover the information.

There are many applications of steganography that can be
used for good and bad purposes. Criminals use steganography
to communicate their secret messages publicly. They be the
ones who understand that a public image may reveal more
information than what it presents. In addition, good purposes
are achieved with steganography as well. Authorship is
protected via digital watermarks. They are embedded to
preserve the author’s rights such that, if done carefully, the
quality of the original content does not get compromised,
leading to maintaining the integrity of the content and
protecting its authorship.
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Il.  ARE NULL CIPHERS STILL USED?

This category of Steganography does not rely on
complicated means to hide the secret message. It depends on
texts and sets predefined rules to recover the message. One of
the classic demonstration is shown below. The example (1) in
Figure 2 below is adapted from [5].

PRESIDENT'S EMBARGO RULING SHOULD HAVE IMMEDIATE
NOTICE. GRAVE SITUATION AFFECTING INTERNATIONAL
LAW, STATEMENT FORESHADOWS RUIN OF MANY

NEUTRALS. YELLOW JOURNALS UNIFYING NATIONAL
EXCITEMENT IMMENSELY.
APPARENTLY NEUTRAL'S PROTEST IS THOROUGHLY

DISCOUNTED
ISSUE AFFECTS
EJECTING SUETS AND

AND IGNORED. ISMAN HARD HIT. BLOCKADE
PRETEXT FOR EMBARGO ON BYPRODUCTS,
VEGETABLE OILS.

Figure 2 example (1)

During World War 1, the German Embassy in Washington
D.C. sent the two messages above to the headquarters in
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Berlin via telegrams [5]. The message if read instantly does
not convey any meaningful insight to what the Germans were
up to. Reading the first letter of each word in the first message
or the second letter of each word in the second message yields
the following hidden information:

Pershing Sails From N.Y. June 1

This practice is still used today. Spam emails convey
hidden messages with the help of null ciphers. Consider the
example (2) shown on the Figure below adapted from [6][7].

Spams are usually ignored and deleted if read. The email
above may resemble a spam, but it hides a secret message. It
was encoded using a spam tool that takes a short text and turns
it into a longer one. The new version of the text contains
unnecessary words and numbers and means nothing to the
reader. Only those who are expecting the hidden message to
be embedded in the email will be able to decode it. [1, 6, 7].
The hidden message is as follows:

Meet at Main and Willard at 8:30

Anderzon who rezides in Aizzoori tried o=
where to park all my cars™ . Thixz offer iz
forever if yon don't order mow ! Sizm np a
too . Cheprs ! Dear Salaryman , Ezspecially
are not inferested in onr pablications amd
simply do MNOT rezpond and igopore this
compliance with Senate bill 21146 ,

business proposal ! Why
within &3 months 1 Hawve
the web and mobody is
capitalire om this .

and SELL RIOEFE .

free for you ! Buot don't

operate im all =tates 1 Yoo will
Sign up a friend aond you'll

Your email address has been
briefing ! If vou no
Subject: of

IDiear Friend , Thix=z lefter wa= specially selected to be zent to vou ! We will
comply with all removal reguesis ! This mail iz being sent in complisnce with
Senate bill 1621 ; Title § ; Section 302 ! Do MOT confoze us with Internet

artists - Why work for somebody elze when yoo can become rich within 38
dayz 1 Have you ever aoticed the baby boomers are more demanding than
their parents & more people than ever are surfing the wel 1 ¥Well,
chance to capitalize on this ! TWE will help YO sell more & SELL
TYou can begin at absolutely oo cost oo yoo ! Bof don't

work for somebody else when you can become rich

yvono ever noticed more people than ever are surfing

zetting any yoonger ! Well, mow is yoor chance to

We will help you decrease perceived waiting Hdme by 150%6
The best thing abowt our system is that it is absolately rislk
"My only problem now is where to  believe ws ! hirs Amez of Alabama iried uws and zay=

blame yvourself forever if yvou don't order now !
et & disconnt of 20%% ! Thanls ! Dear Salaryman ,
sobmitted to us indicating your interest in onar
Ionger wish to receive our pablications simph- reply with a
"REAMOVE"™ and youn will immediately be removed from onr
mailing list . This mail iz being zent in compliance with Senate bill 1618 |, Title
6 , Sectiom 307 . THIS IS MNOT A GET RICH SCHEME . Why worlc for
zomebody elze when you cam become rich within 17 DAYSE ! Have
onoticed more pecple than ever are surfing the web and
are surfing the web ! Well, now is vour chance to capitalize
help ¥ OLT torn yoor bosiness inte anm EBUSINESS amd
the cuztomer™s doorstep ! Yon are gunaranteed to succeed
the rizk ! Bot don™t believe us . his Simpszon of TVyoming
"Mow I'm rich, Rich, FICH"™ 1 We assure vou that
applicable laws - We implore vou act now ! Siga
dizcount of S0% . Thank-vou for your =zerions

ECET

now iz yonr
LIOERE _
believe nx ! Als
and zays ""AIy only problem motww IS
10084 legal - Yoo will blame yonrself
friend and yoor friend will be rich

for you thiz amaring news . Ifvou

wizh to be removed from our lizts,

mail ! This mail is beins sent in

Title 3 ; Section 306 ! This is a lizititoate

park all my cars" . We are licenzed to

YO €VET
more people than ever

on thi=z ! WE will

deliver goods right to
because we talie all

iried us and zays

we operate within all

up a friend and vou’ll et a
consideration of -:-:u.r offer.

Figure 3 example (2)
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I1l. How s AN IMAGE ENCODED?

Common methods employing digital carrier include the
use of audio and image files. To achieve this, knowledge
about the hiding process is necessary. In this section, we
examine the general structure of the encoding process.
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Figure 4. Representation of the Color Cube Concerning RGB. Adapted from
[1].

The cube is used to represent a color. The given color is
evaluated based on its relative intensity to the three main
colors: red, green, and blue. Each one of these main colors is
represented with an axis. Any chosen/given color is the result
of the intersection of these three axes. For instance, black is
rexprensetd with (0, 0, 0), indicting the absence of the three
main colors. White, on the other hand, is the presence of all
colors, (100, 100, 100) [8].
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Figure 5. RGBLevels Regarding the Selected Color. Adapted from [1].

In the figure above, a random color was selected and its
intensity levels to each one of the three main colors are shown.
To elaborate, each color in the RGB component is represented
with a single byte. Each value shown by the RGB component
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ranges from 0-255. In the example above, the color selected
has intensity values as follows: 191 (BF in hexadecimal) for
red, 29 (1D in hexadecimal) for green, and 152 (98 in
hexadecimal)

for blue. Each value is then converted to hexadecimal to
encode the color. Finally, the color is encoded using 24 bits
filled from the values of the RGB components [1].

Images can be embedded based on the encoding process
explained above. A map of a city could be hidden inside an
image on a public website, showing no suspicion whatsoever.
In addition, audio files are embedded as well. This depends on
decoding the signals and inputting the values as binary
numbers: 0 and 1.

IV. CANWE DETECT STEGANOGRAPHY?

Steganography can be detected via various tools. The
process of hiding information takes into account three main
components: a sender, receiver, and medium. Each one of
these components presents a threat in some sense. There are
attacks that target the sender and others that focus on the
receiver. The medium is also targeted and can be attacked
either passively or actively. A passive attack relies on
observing the communication, the two parties, and the
medium they are using. Once an attacker gets these details, he
is more capable of recovering the hidden message, especially
with the use of advanced technologies.

Moreover, the medium varies greatly across
communications. One may embed the secret message, image
or text, inside a packet header. Another may embed
information in a website component such as an html image
tag. Each way/method has its own weaknesses and strengths.
Therefore, being able to maintain secrecy may be challenging,
especially with the advancement seen in technology.

V. CONCLUSION

Steganography is an ancient practice that has taken many
forms and shapes. It has seen various means to hide intended
secret messages. Writing on the wax tablets and stomachs of
rabbits are some examples. Recently, digital technology has
been utilized to serve purposes via steganography. Good
practices include protecting author’s rights via watermarks
that maintain integrity. Bad practices are conducted via
criminals to hide records of illegal activities such as fraud in
financial institutions.

The filed is evolving and adapting to latest methods. Deep
learning technologies are now used to embed information.
Some of the methods used hide a large image in an image
carrier. Others embed audio files or use audio files as carriers.
The field is also creating a room for creativity and can be
further utilized to advance technology and serve good
purposes.
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