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Abstract—Recognizing and detecting system problems by any human intelligent is a complicated process which demands high technical-know-

how just as simple problem could take hours or even days to solve. Expert systems use human knowledge often stored as rules within the 

computer to solve problems that generally would entail human intelligence. This paper proposes a stored-knowledge based troubleshooting and 

diagnosing system that mimic human intelligence in solving system problems. The system is composed of a user interface, a knowledge-base, an 

inference engine, and a stored-knowledge based system interface including an intelligent agent that assists in the knowledge acquisition 

process. The stored-knowledge based system is meant to automate troubleshooting and diagnosis of system problems that ordinarily would have 

been carried out manually by human intelligence, which is laborious, costly, and time consuming. The developed system used backward 

chaining approach to infer the rules while the forward chaining approach is left as future work. 
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I. INTRODUCTION  

Troubleshooting is a strategy by which a technician observes 

the telltale signals of a malfunctioning system and follows a 

series of predefined steps to isolate and correct the problem in 

minimal time. This entails following an algorithmic processes. 

The series of predefined steps of isolating and fixing the 

problem can be cumbersome and high in cost. In computer 

domain for example, the technical-know-how professionals 

were limited in number this, has resulted in the need to 

propose systems that can mimic human intelligence in 

providing solutions to the system problems. Knowledge-based 

system is one component of an artificial intelligence which is 

working like human expert but it cannot replace human expert. 

It supports human experts in making decision, that is, it acts in 

all respect of human counterpart. Sometimes interchangeably 

used as intelligent system and is computer software which 

makes decision like a human expert [1], [2]. The advantage of 

knowledge-based systems as expert systems over conventional 

systems is that their core algorithm is not encapsulated in the 

programming code but stored as knowledge in an independent 

database called knowledge-base. Due to this reason, 

knowledge-based systems are not required to be 

reprogrammed and recompiled as the domain knowledge 

changes from time to time or from expert to expert knowledge. 

In real situation, expert systems are applied in different 

decision making process including medical activities, fault 

diagnosis, industrial process controlling, climate forecasting, 

manufacturing failure analysis, decision support, and decision 

making [3], [4]. According to Pomykalski, Truszkowski and 

Brown [5], an expert system is a computer program that is 

designed to imitate the decision-making ability of a decision 

maker in a particular narrow field of expert knowledge or 

skill. The specific task of an expert system is to be an 

alternative source of decision-making ability for organization 

to use instead of relying on the expert knowledge or skill of 

few people or just one person. The focus in the development 

of expert system is to acquire and represent the knowledge and 

experience of a person who has been identified as possessing 

the special skill or mastery [5]. The primary intent of expert 

system technology is to realize the integration of human expert 

knowledge into computer process. This integration allows 

humans to be freed from performing the more routine 

activities that might be associated with a computer-base 

system. This agreed with Kaushik et al. [6], who 

acknowledged the ability of artificial intelligence for creating 

machines that can engage on behaviors that humans consider 

intelligent. Expert systems have caused revolution in the way 

we think about work, skill and their possibilities for 

computerization. Expert system addresses real needs [7]. 

Knowledge is of central importance to expert system. Data, 

facts and information are terms used with the meaning of 

knowledge. The process of building an expert system is 

commonly known as knowledge engineering. Knowledge 

engineering implies acquisition of knowledge from a human 

or other source and coding it into the knowledge base of the 

expert system [8]. According to Jones and Barrett [9], Expert 

systems are not suited for all types of problems. Initially, 

many developers actively sought problems amenable to expert 

system solution or try to solve all problems encountered using 

expert system. Expert systems are verified specifically. In the 

designing process of stored knowledge-based system a lot of 

knowledge based reasoning mechanisms are there. The well-

known reasoning approaches are ontology based reasoning, 

case based reasoning and rule based reasoning. For the 

purpose of this research work, a rule-based reasoning 

approach was discussed as follows: one of the approaches 

used in knowledge based reasoning technique is rule based 

reasoning (RBR) approach which is a system whose 

knowledge representation involves a set of conditions [10]. 

Symbol dependent rules are the most known reasoning 

methods and this popularity is mainly due to their naturalness, 

which facilitates comprehension of the represented 

knowledge. The conditional statements of the reasoning rules 

are linked with each other by using logical operators to 

generate logical functionalities. When sufficient conditions of 

a rule are satisfied, then the conclusion is derived and the rule 

is said to be fired. Rule based reasoning was dominantly 
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applied to represent general knowledge. Rule based expert 

systems have a significant role in many different domain areas 

such as computer maintenance, medical diagnosis, electronic 

troubleshooting and data interpretations. A typical rule based 

system consists of a list of rules, a cluster of facts and an 

interpreter [10]. The rules in the knowledge base are 

representing what should be done and what should not be done 

while some conditions are fulfilled. In the same way, the 

knowledge acquired from domain experts is stored in the 

knowledge base as rules [11]. Generally, the rules are 

presented as follows [12]: IF First premise, and Second 

premise, and Third premise, and THEN Conclusion will be 

drawn. In the rule based system left side and right side is 

available so that, the left side indicates the conditions and the 

right side or the THEN side handles rules. Semantically the 

above description is the same as a Prolog rule: Conclusion: - 

first_premise, second_premise. Previous circumstances are 

measured depending on what is known about the problem 

solved before. This mean if all antecedents (premise) of the 

rule evaluated is true, the actions in the consequents part is 

executed. Each predecessor of a rule specifically looks the 

given problem instance that satisfies the given conditions. 

When the consequents of the rules are executed, the rule is 

said to be fired [13]. There are two main inference methods in 

rule based reasoning mechanism. These are backward 

chaining and forward chaining. The first one is lead by the 

given goals or conclusions, whereas the second one is guided 

by the given facts [10]. The proposed system is made up of 

modules. The actual knowledge of the system is represented as 

production rules in the form of if and then, and stored in a 

rule-base. This paper proposes a stored-knowledge based 

troubleshooting and diagnosing system that mimic human 

intelligence in solving system problems. The system is 

composed of a user interface, a knowledge-base, an inference 

engine, and a stored-knowledge based system interface 

including an intelligent agent that assists in the knowledge 

acquisition process. The stored-knowledge based system is 

meant to automate troubleshooting and diagnosis of system 

problems that ordinarily would have been carried out 

manually by human intelligence, which is laborious, costly, 

and time consuming. 

II. RELATED WORKS 

Diagnosis of fault in the science and engineering fields has 

received a lot of attention in research literature over the last 

years. Several theoretical and practical fault troubleshooting 

techniques have been developed and experimented to 

automate the diagnostic process of electronic devices. 

“Dendral” built in the 1965 at Stanford University by Edward 

Feigenbaum, Bruce Buchanan, Joshua Lederberg, and Carl 

Djerassi, along with other colleagues, associates, and students 

was among the first successful expert systems. The “Dendral” 

term was derived from "Dendritic Algorithm" and was aimed 

at helping organic chemists to analyze the mass spectrometry 

data of chemical substances to determine the structure of their 

organic molecules and identify if they are considered 

unknown molecules. This was in the search for evidence of 

extraterrestrial life [14, 15]. DART is a system which is giving 

advisory service for IBM field technician; on troubleshooting 

computer installation problem. The system finds out 

individual components problem in hardware or software and 

provides recommendation for main problems and adds causes 

that indicate the problem. DART was designed by using 

HMYCIN. It is huge finding for troubleshooting computer 

fault diagnosis. The DART knowledge base consists of 300 

EMYCIN causes and 190 rules. It was developed for more 

than 8 months. 50% of diagnostic processes were correctly 

responded from online exploration [16]. Development in 

modern technology supported system designers to develop an 

automatic computer fault troubleshooting systems for 

enterprises in the near future. The system involve easy 

communication interface for the users and apply different 

expert system development approaches. The system has ability 

to detect Power-On-Self-Test beep sound errors and intelligent 

part which support in acquiring the knowledge from the 

domain experts. This system is a mechanism for automating 

computer troubleshooting process and support human 

technician in troubleshooting process [17]. Pohronská [18] 

tried to develop schemes for embedded intelligent system, by 

determining the form of knowledge-base suitable for 

embedded intelligent systems. He developed a tool for 

automatic creation of system architecture from intelligent 

database and he stated shortest rules insisting the decision on 

the embedded intelligent [expert] systems implementation 

method selection. The system designed by Golański and 

Mądrzycki [19] presented the concept of using expert methods 

for M-28 aircraft maintenance. It used CLIPS intelligent 

system development language like C language. This system 

evaluated by using expert systems evaluation technique on 

simple maintenance steps of M-28 aircraft. The encouraging 

result of the evaluation showed appropriate improvement of 

the intelligent database is possible in building a fully 

functioning troubleshooting system for the M-20 aircraft. 

III. METHODOLOGY 

In this research work, an extensive study on the 

mechanism of an expert system for troubleshooting and 

diagnosing problems in system was conducted. The proposed 

system is a stored-knowledge based system for troubleshooting 

and diagnosing system problems and it composed of a user 

interface, a knowledge-base, an inference engine, and an 

expert interface including an intelligent agent that assists in 

the knowledge acquisition process. Communication between 

the user and the system is done through the user interface. The 

user interface is represented as a menu which displays lists of 

system problems for users to select based on the nature of their 

problems. The input will be entered using the keyboard as an 

input device. The knowledge-base is a human-readable rule-

base in which troubleshooting knowledge is represented as 

production rules originally acquired from human experts in the 

system troubleshooting field. In another expression, the 

knowledge base of the expert system stores the extensive 

knowledge gathered from experts, in the form of production 

rules, which contains the IF THEN rules. The data gathered 

are put in the data base of the application. The inference 

engine is the brain of the system which performs logical 

reasoning on rules and problem-solving strategies to derive 

answers and conclusions, and infers new knowledge. It is fed 
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by troubleshooting data and facts from users and produces 

results about the causes of the corresponding faults and their 

possible solutions, keeping the reasoning process totally 

invisible from the user. That is, it matches facts in the working 

memory against rules in the rule base, and it determines which 

rules are applicable according to the reasoning method 

adopted by the engine. The key elements of the inference 

engine are (1) the rules representing troubleshooting 

knowledge (2) the facts representing circumstances about a 

certain situation in the real world such as particular system 

fault, and (3) the working memory which contains the 

information (facts and other runtime parameters) that the 

system has received about the problem at hand to support the 

inference engine. Any information the expert system derives 

about the problem is also stored in the working memory. The 

stored-knowledge based system interface is the admin portal 

of the system. It supports the management of production rules 

stored in the rule-base and allows human experts to review 

existing knowledge and adding new knowledge to the system. 

Among the supported activities are adding new rules, viewing, 

editing, and deleting existing rules. 

A. The User Interface 

The user interface is a channel through which users access 

and select from the displayed lists of system problems based 

on the nature of their problems as shown in fig. 2. The input 

will be entered using the keyboard as an input device. On 

launching the application, the system displays a prompt 

message for users’ action. The users’ action leads to system 

login page appearance prompting the user for authorization/ 

authentication. Wrong authorization/authentication attempt 

restricts system accessibility while right attempt leads to 

sample menu pages from whence appropriate selections and 

requests for solutions to the system faults are entered; these 

selection and request are a sort of a step-by-step multi-page 

diagnostic questionnaire containing a sequence of questions 

that are asked to the user who would have to answer them 

thoroughly, so that the cause of the fault is identified and a 

matching solution is provided. 

B. The Knowledge-Base 

The knowledge-base is a human-readable rule-base in 

which troubleshooting knowledge is represented as production 

rules originally acquired from human experts in the computer 

system troubleshooting field. It is a data repository which 

provides a mean for knowledge to be collected, organized, 

saved, and searched. Upon reasoning, the expert system loads 

rules from the rule-base to the working memory and tries to 

match them against user’s facts submitted via the user 

interface. Once a match occurs, the fault is identified and a 

solution is provided to fix that fault. Fundamentally, the rules 

of the proposed stored-knowledge based system are in the 

form of if-then statements, more formally they can be 

represented as IF A AND B THEN C → D where A denotes 

the first condition, B denotes the second condition, C denotes 

the conclusion, and D denotes the solution. For instance, a 

possible production rule could be stated as follows: IF video 

problem AND card not detected displayed THEN damaged or 

video card not installed detected → replace or install video 

card. Fig. 2 is the architecture describing stored-knowledge 

based system with a subset of the production rules stored in 

the rule-base. 

C. Inference Engine 

The inference engine is the brain of the system which 

performs logical reasoning on rules and problem-solving 

strategies to derive answers and conclusions, and infers new 

knowledge. It is fed by troubleshooting data and facts from 

users and produces results about the causes of the 

corresponding faults and their possible solutions, keeping the 

reasoning process totally invisible from the user. That is, it 

matches facts in the working memory against rules in the rule 

base, and it determines which rules are applicable according to 

the reasoning method adopted by the engine. The key 

elements of the inference engine are (1) the rules representing 

troubleshooting knowledge (2) the facts representing 

circumstances about a certain situation in the real world such 

as particular system fault, and (3) the working memory which 

contains the information (facts and other runtime parameters) 

that the system has received about the problem at hand to 

support the inference engine. Any information the expert 

system derives about the problem is also stored in the working 

memory. Shown in fig. 2 is the inference engine mechanism. 

 
Fig. 1. Activity diagram of the stored-knowledge based system. 
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Fig. 2. Architecture of stored-knowledge based system for troubleshooting and diagnosing. 

 

 
Fig. 3. Decision tree for video problem. 

 

D. The Stored-Knowledge Based System Interface  

The stored-knowledge based system interface is 

synonymous to the user interface in that while the user 

interface serves as a channel through which users access and 

select from the displayed lists of system problems based on 

the nature of their problems as shown in fig. 2, the stored-

knowledge based system interface serves as an admin portal of 

the system. It supports the management of production rules 

stored in the rule-base and allows human experts to review 

existing knowledge and adding new knowledge to the system 

as described in fig. 2. 

 



 International Journal of Scientific Engineering and Science 
Volume 2, Issue 5, pp. 19-24, 2018. ISSN (Online): 2456-7361 

 

23 

http://ijses.com/ 

All rights reserved 

E. Intelligent Agent (IA) And Knowledge Acquisition (KA) 

Knowledge acquisition is the process of acquiring relevant 

knowledge from domain experts and other sources of 

information such as libraries, books, databases, guidelines, 

manuals, journal articles, dailies, and computer files. Also, KA 

is the process of eliciting, structuring and representing 

(formalizing) domain knowledge acquired from different 

sources. The term knowledge acquisition and knowledge 

elicitation have been used interchangeably in the field of 

artificial intelligence (AI) literature. The collected knowledge 

from the domain experts is specific to the fault. Knowledge 

acquisition is the first step and time consuming task in the 

development of stored-knowledge based system [20]. The 

objective of knowledge acquisition is to gather the required 

knowledge, interpreting the acquired knowledge, analyzing 

and validating the knowledge content. Based on the acquired 

knowledge, the stored-knowledge based system followed the 

activity diagram of fig. 1. Therefore, knowledge acquisition 

process of this paper was based on domain expert 

interviewing, observing and reviewing of related documents. 

The collected knowledge from the domain experts should be 

specific to the fault as this serves as a guide to the process of 

troubleshooting. 

IV. RESULTS AND DISCUSSIONS 

Table I is a troubleshooting process acquired through 

intelligent agent and knowledge acquisition from domain 

experts in developing the stored-knowledge based system. 

Troubleshooting is a logical process where a technician takes a 

multi-step approach to 

(i) Observing the symptoms (visual or audible, such as POST 

error codes, non-functioning LED’s drives not spinning up, 

or power distribution failures). 

(ii) Isolating the problem by first determining if it is a 

hardware or software problem and then further isolating 

the problem to a subassembly (such as hard drive 

subassembly). 

(iii) Determining the cause of the problem. Using Compaq 

diagnostics to test various components and subassemblies 

isolate the problem to the exact component (e.g. if a hard 

drive subassembly fails the components to individually test 

include: cable, controller, power, and then hard drive). 

(iv) Develop a solution and correct the problem. This may 

take component replacement or re-configuration. Order 

necessary parts if you have determined a faulty 

components, or get the necessary software if a system is to 

be re-configured.  

(v) Implement the repair. Know how to correctly and safely 

disassemble the system to replace the failing component 

and then reassemble in a minimal time.  

(vi) Test the system for proper operation and inform the 

customer of your corrective action and any actions they 

can do to prevent this type of failure in the future. 

The most important measure for any expert system is the 

veracity of their inference engines. Also, when some 

information is missing, redundant and inconsistent validity of 

the system is very important. Human readability helps the 

domain experts to understand knowledge content and even to 

modify its content. 

TABLE I. Steps to logical troubleshooting. 

Troubleshooting 

Steps 
Action 

Step one 

Verify the problem. Conduct a visual inspection of the 

system. Be on the lookout for: 

i. Damage components 
ii. Boards/modules not seated correctly 

iii. Cable connections/damage 

iv. Proper configuration of switches/jumpers 
v. Signs of overheating 

vi. Un-supported configurations 
vii. Tampering or system abuse (software or hardware) 

Step two 

Attempt initial power-up. Ensure power distribution and 

attempt to boot: 

i. Check power source and fuse 
ii. Is the power supply fan operating? 

iii. Is the fixed disk drive power up? 

iv. Is the keyboard LED’ flash? The keyboard LED’s 

should flash at least twice during cold booting. The first 

is immediate on power application; the second is the 

POST check 
v. Can you hear disk engage? 

vi. Are there any POST errors, audible or visual 

indicators of problems? 

Step three 

Start with the simplest first. 

i. Check there are no memory conflicts between 

hardware and operating system configuration 
ii. Are the correct up to date device drivers loaded? 

iii. Is the latest version of ROM being used? 

iv. Are all operating system patches applied? 
v. Use F8 to step through the configuration system and 

Autoexec.bat 

vi. Remove all non-Compaq options    

Step four 

Boot Diagnostics. 
RUN SET-UP: 

i. Are all the expansion cards known to SET-UP? 

ii. Check for interrupt, DMA, I/O address conflicts 

iii. Is drive type correct? 

iv. Are there memory conflicts? 
RUN DIAGNOSTICS 

i. Quick-Check 

ii. Specific Component Tests  
iii. Unattended Mode: Multiple Run 

Step five 

Reduce the system to a minimum configuration. 

i. Minimum RAM 

ii. Video Controller 
iii. Disk Drive 

Add components one at a time until the system fails 

Step six 

Test the result. 
i. On completion of a repair always test the result. If 

Compaq hardware has been replaced run Diagnostics, 

Quick-Check the machine then run a device specific test 
on the replaced part 

ii. If the fault was caused by environmental conditions-

temperature, airflow blockage, smoky atmosphere, 
nearby machinery generating EMF, unclean power 

supply, etc. educate the user as to the cause  

Pre-Steps and  
Post-Steps 

Troubleshooting Practice Safety Precautions 

ELECTROSTATIC DISCHARGE (ESD) caution: 
A sudden discharge of static electricity can destroy 

static sensitive devices or microcircuits. Proper 
packaging and grounding techniques are necessary 

precautions to prevent damage. 

PERSONAL SAFETY 
i. Due to large internal voltages some Compaq 

machines use a power interlock 

ii. For safety reasons Compaq does not allow any field 
repair of monitor CRT’s 

 

The system’s dynamic nature to adopt a new knowledge from 

the user response is critically important to measure system 

performance. When implementing the stored-knowledge based 
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system the conceptual modeling was used as its core (fig. 3). 

The if-then rules of stored-knowledge based system are 

generated based on the decision tree structure. The expert 

system designed for stored-knowledge based system 

incorporated a user interface, a knowledge-base, an inference 

engine, and a stored-knowledge based system interface 

including an intelligent agent that assists in the knowledge 

acquisition process as shown in fig. 2. 

V. CONCLUSION  

The design of a stored-knowledge based troubleshooting 

and diagnosis system is presented in this work. A 

diagrammatical description of architecture of stored-

knowledge based troubleshooting and diagnosing system was 

carried out. Also carried out diagrammatically were activity of 

the stored-knowledge based system and decision tree for video 

problem. User interface, inference engine, knowledge base, 

production rules were discussed in details. The domain 

experts’ troubleshooting process knowledge needed to form 

knowledge base for expert system was tabularized. The design 

is to have the features of good expert systems. The 

contributions made by this paper are the computer system 

automatic troubleshooting and diagnosing knowledge it 

revealed and the successful design of a workable stored-

knowledge based system that assists in troubleshooting and 

diagnosing problems encountered in computer systems. 
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